Staying Safe on the Internet

-
Fraud Watch Network

SIR Branch 54 Alan Baker
January 11, 2024 baker@alanbaker.net




Internet Fraud
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Phishing (Social Engineering)

The phisher wants to trick us into doing something.

* Do you know this person?
* IS It urgent?
* Who started the conversation?

Do not trust. Do not engage.



A Phishing Email

e From address
e Link address
e Attachment

Junk @ Delete

] 71:58 PM
To Alan Baker Other Actions ~

Dear alanwbaker,

Your Facebook password has been hacked. To reinstate your
account, complete the attached form or click on the link below.

our Facebook profile

Your Facebook Support Team
(408) 224-9701




Tools to Reduce Tracking and Phishing

* Privacy-oriented web browser @ rirefox
- Browser extension that blocks trackers @
* Browser extension that blocks ads and @L,Bmk Origin

phishing websites



Questions?

By
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Passwords

P\ease 'te“ me 3ou’r‘= not ac“inﬂ a
\ special eymbal to your password.
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Why not use an easy-to-remember password?




Strong Password?

Hypothetically (14 characters)

HypOthetic/A\11ly (15 characters)
O# gh6WS8 (8 characters)

correcthorsebatterystaple (25 characters)
Correct-horse2battery (21 characters)




Use the same password
for different accounts?

'C Continue with Google

wud
Or

| Log in with Email



Where to Store Passwords

* Password manager
— Generates and stores passwords in an encrypted vault
- Automatically fills passwords into websites
- Bitwarden, 1Password, Dashlane, Keychain A

* % % % % .
* Passkeys / WebAuthn / FIDO2
- Google, Facebook, eBay, Microsoft, Apple ar Passkey

The future of passwords.



Two-Factor Authentication

* Text message code (good)

* Authenticator app code (better)
* Hardware security key (best) £




Questions?

By
@S@R) ;aud Watch Network
SIR Branch 54 Alan Baker

January 11, 2024 baker@alanbaker.net
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